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Abstract

The destination process or otherwise known as routing. Mikrotik Router has provided
the management system to hotspot user through separate program package
named User Manager. The main problem is the integration of user manager
applications into the hardware router Mikrotik considered less effective and flexible
because to perform the process of management of the user hotspots must be
done on each router located in the hotspot area which will certainly take a
relatively long time. From these problems, then created a new system by utilizing
external PCRADIUS server as the center of the process of authentication and
management of users Mikrotik hotspot.

The purpose of this research is to design radius server on internet server network
Faculty of Computer Science University Muhammadiyah Metro. While the final
results of this study are implementing radius on the Internet network server Faculty
of Computer Science (FIKOM) Universitas Muhammadiyah Metro.

Keywords: Radius Server, Daloradius, Mikrotik Hotspot, User Management Hotspot.

1.0 INTRODUCTION

Mikrotik is now one of the alternates in the world of IT. Mikroftik itself is now widely used by
ISPs, hotspot providers, or cafe owners. Mikrotik is an option in the Internet network arena
computer proxy will make a reliable network router and equipped with tools and features
that are quite men promised in service. Mikrotik also very supportive if there is the difference
of network, for example, wireless network or cable network. As for which is the binding force is
because of the user's Mikrotik OS and the community very much. In addifion, Mikrofik
selection due fo its configuration easier compared to the servers that the router is noft.

The router itself is a very important element in the internet network that we will build,
especially with its function as a regulator of the data connection from one computer to
another computer. the computer that governs the data path is offen we call the router. In
addition to having advantages that have been mentioned above sfill there are advantages
that become the spearhead of the rise of the use of Mikrotik is the need for tamping data
Mikrotik very narrow is due to the nature of the Mikrotik is DOS, the operation is quite easy to
do, and hardware requirements are quite low.

RADIUS is a proftocol that developed for AAA (authentication, authorization, and
accounting ) processes. Remote Access Dial-in User Service (RADIUS), is an access conftrol
mechanisms that check and authentication (user authentication) or the user based on the
mechanism authentication that has been widely used previously, using the
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challenge/response method. RADIUS runs a centralized user administration system. This system
will certainly facilitate a task administrator. With this system, the user can use hotspots in
different places different by authenticating to the server RADIUS.

You can to authentficate hotspot network users and improve security, and provide
convenience to the wireless network users, it can be done by the application or
implementation of a radius server on the internet network Faculty of Computer Science
(FIKOM) University Muhammadiyah Metro. The radius application uses Freeradius which is a
software server based on open source and GPL licensed.

2.0 RESULANTS AND DISCUSSION

In this study the authors make a radius server on the internet network Faculty of Computer
Science University of Muhammadiyah Metro, as an illustration of the following topologies the
author use as shown below:

MikroTik_A
(DHCP Server: Enable) Radius Server
— - ether2 on Ubuntu Server 16.04
C Internet } etherl &
- ether3
? Switch
m WinXP_A

Fakultas llmu Komputer UM Metro
Picture 1. Network Topology

1) USE OF VIRTUAL BOX APPLICATIONS AS A VIRTUALIZATION OS MACHINE

Oracle VM VirtualBox is a virtualization software, which can be used to execute "additional"
operating systems within the "main" operating system. For example, if someone has an MS
Windows operating system installed on his computer, then that person can also run other
desired operating systems in the MS operating system Windows. This function is very important
if you want to test and simulate the installation of a system without having to lose the existing
system. In this study, the author installs 3 pieces of an operating system on the virfual box that
is: Ubuntu Server, Mikrotik _A _Center, WinXP _A.

'.!j Oracle VM VirtualBox Manager
File  Machine Help

@ @ VP

MNew Settings Discard Start
[64], Ubuntu Server
J (@) Powered Off
I winkp_a
(@) Powered Off
r‘ MikroTik_A_PUSAT
L- M Powered Off
Figure 2. Use of Virtual Box Applications As OS Virtualization Engine

After researchers install an operating system on VirtualBox it does not mean that the virtual
operating system becomes a system that lives alone just like a display. Operating System can
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run as the normal computer that can be connected to a computer network. there are even
some network mode options that can be selected to apply.

To configure network mode on VirtualBox can be done on the Settings menu (after selecting
OS) then Network then adjusts the opfion Aftached to can be seen as in the following
picture.

Network Settings On OS: Mikrotik_A_Center Network Settings On OS: WIinXP_A
Adapter 1 Adapter 1

Network Network

Adapter 1 | Adapter2  Adapter 3 Adapter 4 Adapter 1 Adapter 2  Adapter 3 Adapter 4

7 \
Enable Network Adapter Enable Network Adapter

Attached to: |Bniged Adeney B Attached to:  Internal Network ¥

Name:  Realtek PCIe FE Family Controller A

Adapter 2

Name: | konekwin v

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter

Attached to: |Internal Network =

Name: | koneklin v

Adapter 3

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Netwark Adapter

Attached to: |Internal Network  ~

Name: | konekwin v |

Figure 3. Configuration Mikrotik_A _Center Figure 4. Configure the XP_A

2) UBUNTU SERVER CONFIGURATION
Run Ubuntu Server, then we configure the IP Address, by the way, edit file Interfaces located
in /etc/network folder. Do go into root mode first to get permissions.

linuxarifelinaxarif 7% sudo =su
Cl=udol password for linmxarifl :

ootR]l inuxarif [ ~home~1linaxarif#

Figure 5. The Superuser permissions command

Then using the command nano /etc /network/interfaces, then the window will appear the
interface file then edit the file like this:

GHU nano 2.5.3 File: ~etc-network-interfaces

This file describes the network interfaces awvailable on you
and how to activate them. For more information, see interfad

EFource ~etconetwork-interfaces.d- =

The loopback metwork interface
puto lo
iface lo inet loophback

The primary network interface
huto enp@s3
iface enpOs3 inet static
hddress 192.168.25.100
netmask 255.255.255.0
network 192168 .25.0
jateway 192.168.25.1
ns—nameservers 8§.8.8.8
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Figure 6. Configure IP Address
Then the configuration is saved, then restart the network with the command:
# /etc/init.d/networking restart
After doing the IP rescue Address, the next step is to see the configuration results with the
command # ifconfig

root@l inuxarif :home/linuxarif# ifconfig
Link encap:Ethernet HuWaddr 08:00:27:ec:67:53
inet addr:192.168.25.100 Bcast:192.168.25.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff :feec:67v53,64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1243 errors:0Q dropped:0 overruns:0 frame:Q
T¥ packets:1208 errors:0 dropped:0 overruns:0 carrier:Q
collisions:0 txqueuelen:1000
BX bytes:124325 (124.3 KB) TX bytes:87984 (87.9 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,/128 Scope:Host

UP LODPBACK RUNNING MTU:65536 Hetric:1

RX packets:160 errors:0 dropped:0 overruns:0 frame:0Q
TX packets:160 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txgueuelen:1

RX bytes:11840 (11.8 KB) TX bytes:11840 (11.8 KB)

root@l inwxarif :7homeslinuxarif# _
Figure 7. Viewing the Config IP Address

Ping to IP Gateway on the router Mikrotik with ping command 192.168.25.1

root@linuxarif homeslinuxarif# ping 192.168.25.1
192.168.25.1 (192.168.25.1) 56(84) bytes of data.
from 192.168.25.1: icmp_seq=1 tt1=64 time=1.28 m=
from 192.168.25.1: icmp_seq=2 tt1=64 time=0.898 ns
from 192.168.25.1: icmp_seq=3 ttl1=64 time=2.26 m=
from 192.168.25.1: icmp_seq=1 tt1=64 time=1.49 m=
C
—— 192.168.25.1 ping statistics ——
4 packets transmitted, 4 received, 0« packet loss, time 3004mns
rtt mincavgsmaxsmdev = 0.898-1.486-2.262-0.497 n=
root@linuxarif ! homeslinuxarif# _

Figure 8. IP Mikrotik IP ping command

When configuring IP Address already completed with installation of the radius package
application (mysgl-server, mysqgl-client, freeradius, freeradius-mysqal, freeradius-utils, freeradius-
common)

As for the command it is:

# apt-get install mysgl-server mysqgl-client freeradius freeradius-mysgl freeradius-utils
freeradius-common

rootBlinuxarif : shome/linuxarif# apt-get install mysql-server mysql-client freeradius freeradius-mysq

Figure 9. Installing the Radius Program Package

Followed by installing phpmyadmin package
# apt-get install phpmyadmin

roote]inuxarif : shome/linuxarif4 apt-get install phpmyadmin
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Figure 10. Phpmyadmin Program Package Installation
To view the PHP install version using the command #php —-v

root@linuxarif :/homeslinuxarif# php —v

Figure 11. Commands Viewing php Version

Configuration is continued for MySql at start with make Database. Login to MySgl with # mysall
-u root -p command.

Then enter the user password that has been made before and after that create the
database radius:

#create database radius; ( or via phpmyadmin = 192.168.25.100/ phpmyadmin )

Then be incorporated a radius #use's instructions. To download the database using radius.
And import database schema files FreeRadius to the radius database.

# sudo su
# mysql -u root -p radius </etc/freeradius/sqgl/mysqgl/schema.sql

rootd] inuxarif : /home/Linuxarif# mysql -u root -p radivs < etcAreeradius/sql/mysql/schena.sql

Figure 12. Import database command

Information:
# mysqgl -u {name_user} -p {database name just created} < {sgl data source to be inserted}

After creating the database and importing the table radius scheme, the next step fills the
data in the radcheck table. This table radcheck serves as the login data of internet users
Faculty of Computer Science UM Metro.

Insert Username and Password into radcheck table :

# mysql -u root -p

> yse radius;

> insert into radcheck (username, aft tribute, value) VALUES (lona ', 'Password’, ' lona ' );

The next stage is k onfigurasi FreeRadius, by editing the file sgl.conf.
# nano /etc/freeradius/sgl.conf

##t Coomection info:
server = "localhost"
fiport = 3306

login = “root"

password = "fikomummetro®

# Database table configuration for everything except Oracle
radius_db = “radius"

Figure 13. Configure file sgl.conf
On the server just let localhost, to login fill it with roof, then for the password it is a password
mysql already in set at the moment installation before.
After that open and edit the default file , use the command:

# nano / etc / freeradius / sites-enabled / default
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uncomment or uncheck # in sgl writing in Authorize , Accounting , Session , and post-auth
sections .

H
" See ""Aauthorization Queries"" in =gl .conf
=

ol

Figure 14. Uncomment Sqgl in the Authorize section

Log traffic to an SOL database .

""Accounting gueries"" in sgl.oconf

Figure 15. Uncomment Sgl in the A ccounting section

Session database, used for checking Simultaneous—Use. Either the radutmp
or rlm_sgqgl module can handle this.
The rilm_sgl module is =much= faster
jlcession €
radutmp

k3
# See "Simultaneocous Use Checking Queries" in sgl.conf
=iy 1

Figure 16. Uncomment Sl in the Session section

i additional steps we can take.
post—auth €
# Get an address from the IFP Pool.
main_pool

i

" If you want to have a log of aunthentication replies.

" un—comment the following line., and the "detail reply_log’
% section. above.

reply_log

After authenticating the user., do another S0L guery.

=ee "Authentication Logging Queries" in sgl.conf

Instead of sending the guery to the I0L server,
write it into a log file.

sqgl_log

Figure 17. Uncomment Sgl in the post-auth section

Then open and edit the file radius.conf with pe rintah:
# nano /etc/freeradius/radiusd.conf
Uncheck # on $ INCLUDE sgl.conf

File:

GHU nano £2.5.3 ~etc-freeradius-radiusd.conf

#t are loaded. The modules are initialized ONLY if they are
referenced in a processing section, such as authorize,
authenticate, accounting, pre-post—proxy, etc.

INCLUDE Stconfdir¥-modules.~

Extensible Authentication Protocol

For all EAP related avwthentications.

INCLUDE eap.conf

Include another file that has the 3QQL-related configuration.
Thi=s i= another file only because it tends to be big.

#
#
#
9
#
it
it
# Mow in another file, because it is very large.
#
9
#
#
]

INCLUDE =ql.conf

Figure 18. Configure the file radius.conf

After that open and edit files clients.conf
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# nano /etc/freeradius/clients.conf
Add this script at the very bottom of the file.

GMNU nano Z.5.3 File: ~etcsfreeradius-clients.conf

secret testinglZ3d
shortnamne localhost

You can now specify one secret for a network of clients.
When a client request comes in., the BEST match i= chosen.
i.e. The entry from the =mallest possible network.

tclient 192.168.0.0-.24 {
: secret testinglZ3-1
shortname private-network-1

client 192.168.25.1-24 {
secret = testinglZ3
shortname = behbas

Figure 19. Configure file client.conf

Once saved, first turn off the service freeradius with the command :
# service freeradius stop

Then debug freeradius
# sudo freeradius -XXX

Wait until the process is complete. If there is no error run the service its freeradius
# service freeradius start

Or can use the command :
# service freeradius restart.

root@]inuxarif : /homeslinuxarif# service freeradius restart
root@]inuxarif :/homeslinuwarift _

Figure 20. The command restarts service radius

Make sure at restart does not appear error. follow by testing FreeRadius using radtest with
write command:
# radtest lona lona 127.0.0.1 0 testing123

If you already have Access-Accept from host 127.0.01 port 1812, then FreeRadius is already
integrated with MySgl and is running well.

root@linuxarif : 7home/linuxarif# radtest lona lona 127.09.0.1 0 testinglZ3
Sending Access-Request of id 87 to 127.0.0.1 port 1812

User-Name = “lona"

User-Password = "lona"”

NAS-IP-Address = 127.0.1.1

NAS-Port = 0

Message-fAuthenticator = 0x00000000000000000000000000000000
rad_recv: Access-fAccept packet from host 127.0.0.1 port 181Z, id=87, length=20
root@]inuxarif : /homes1inuxarif #
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Figure 21. Freeradius test
3) CONFIGURATION MIKROTIK_A_CENTER
To set up a network traffic on the mikrotik operating system will be set via Winbox. Winbox is a
uftility used to remotely to our mikrotik server in GUI mode . If to configure mikrotik in text mode
via PC itself, then for GUI mode done using winbox application through client computer.
To remotely mikrotik via winbox can connect based on MAC Address or IP Address.

PI=Ti
File Tools
Connect Ta: |DB:DD:2?:A4:CA.:8A | K.esp Password
Login: [admin I L Open ln Mew Wwindow
Faszword: | |
| AddAS et | | Connect Ta RokdOM | | Connect |
Managed Meighbors |
(e [an =]
[[MaC Address - [IF Address [ 1dertity [wersion [Board [=]
| DS 00 27 Al TA B 192.168.70.1 MikroTik 5.25 =86 |

Figure 22. Remote Mikrotik with MAC Address

After successful login, proceed with Setting Interface List it. On the Interface List entry on the
Ethernet tab and rename Ethernet for easy to remember (etherl, koneklin, konekvlan,
konekwin)

Intesface List

Interface Eu"ﬁfﬁtlEdPTwﬂ IP Tunnel GRE Tunnel YwLAM WRRP Bonding LTE

+ [ Type [MTL LZMTU [Tx Ax [Ti=]
| #iwetherl ~~ Ethemet 00000 15000 000 2Fkbps  Obps |
R 4% koneklin E thennet 1500 0 bpes 0 bps
R ei»konekwin Ethemet 1500 41.3kbps 4.8 kbps

Figure 23. Display Interface List Mikrotik OS

Then after that proceed with setting IP Address on the mikrotik router. The step is done by
selecting the (+) and fill out the Address, Network, and Interface.

Sddress List

== == (= =

[ | Address s | Network | Interface

l = 192.168.25.1/24 192.168.25.0 koneklin
S 192.168.70.1/24 192.168.70.0 konekwin

Figure 24. View setting Address List

The next step is to create a DHCP Server. DHCP stands for Dynamic Host Configuration
Protocol is a service that automatically assigns an IP number to the computer that requests it.
The computer that assigns this IP number is called DHCP server, whereas the computer that
requests is called DHCP Client. As for pace that is by selecting DHCP Setup button and are
directed to the interface device konekwin.

Starting with Hotspot Setup configuration, in the hotspot interface select the interface that will
be created hotspot / DHCP Server (konekwin)

UISCS | 20



Figure 25. View Hotspoft interface settings
In the Local Address of Network, fill in the IP Address as Gateway by the client

Hotzpotk S etup

kP az=querade Fetveark

| Eack | | P ==k | | Carncel

Figure 26. View setting Hotspot Address

For scope or poll, IP leased to the client is 192.168.70.3 - 192.168.70.254

Figure 27. View setting Pool Address Hotspot

For DNS Server configuration fill in DNS owned by Google 8.8.8.8 or 8.8.4.4

Back || M ext || Cancel |

Figure 2 8 . View Google DNS settings

On Hotspot Server Profile in the Login tab checklist login By HTTP CHAP. Please note that HTTP
CHAP is a standard method that includes CHAP challenges on the login page. Challenge
md5 hash chap will be used with the user's password to calculate the string to be sent to the
gateway hotspot.

Servers Server Profiles |User3 Uzer Profiles  Active  Hosztz  IP Bindings  Service Portz W,

El El Hotspot Server Profile <hsprofl >

Copy

|I‘Sme General Login |Fh'-‘«DIUS oK.
® default X
& hzprofi - Lagin By [ Conki
Oakle
HTTF CHAP ] HTTPS
[ ] HTTP P&P [ ] Trial |—|

kAT Auth. Passward: | | Remowve
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Figure 29. View setting Http CHAP Hotspot
On the RADIUS tab on the hotspot server profile enable checklist use radius.

Servers  Server Profiles |L|sers User Profiles &ctive  Hostz | |P Bindings  Service Parts

IEIIEI Hatzpot Server Profile <hsprof

|Name General  Login RaDIUS Ok
" ﬁ default ‘ | : \—‘
@ hsprof1 e BADLS i Cancel
Drefault Domain: | | -
Apply
Lacation 10: | | b
Location Mame: | | -
MAC Farmat; |>¢<:>¢<:>¢<:P¢<:>¢<:>¢< " 3|

Figure 30 . View configuration hotspot radius

U fo see the hotspot configuration results created can click hotspot1 on the server tab

Sarvers | Cerver Pro Hatzpot Server <hotzpot] >

|Name Irterface: |ku:unekwin ";| Cancel
Ehotspnﬂ h =
Address Pool: |hs-pu:u:-|-3 || +| Apply
Profile: |hspr|:uf'l "*l
Idle Timeout: | 00:05:00 |~ Capy
k.eepalive Timeout: | | - Femove

Addresses Per MALC: |2 | - Fezst HTHL

IP of DMS Mame: |0.0.0.0 |

Prody Status: | TUHIng |

| enabled | |

Figure 31. View hotspot configuration results

To view or edit the DHCP pool can be done by entering on IP menu > Pool and Please note
that IP Pool used is 192.168.70.3 - 192.168.70.254.
For Route List it will appear automatically that definitely note that the interface is reachable.

Route List

Routes ‘Newthnps Rules RF

HEIMEIEI o I8

|Dst.ﬂddress !|Eatewal,l |Dislance |Hnutionark |Pref.50urce ||‘r
DAC P1921E3.250/24  koneklin reachable 1 192 168.25.1
DAC P 192163.700/24  konekwin reachable 0 1592168.70.1

UISCS | 22



Figure 32. View setting Route List
Then proceed with setting up NAT. NAT (Network Address Translation ) is a method of
connecting more than one computer to an Internet network using a single IP address. The
steps select on Firewall menu then input on NAT Tab. In the dialog box Nat Rule on general
tab fill chain: srcnat.

S eneral | Lodwariced E =tra E e i Statistics

Chaim: |m

Src. aaddress: I

Figure 33. View setting NAT Rule

Next please click Action Tab and select masquerade.

MAT Rule <>

General | Adwanced Estra  Action | Statistics

LYl rn sz querade

Figure 34. View setting Masquerade

In order for server radius that is on the server ubuntu can be associated or synchronized with
the server Mikrotik, it is necessary to add the configuration on the server side Mikrotik. As for
the steps to configure it is clicked the menu Radius, and click (+) to add the service.

E||E| Fesel Statuz || Incoming

#| |SEwin:e |EaIIEdID |Dnmain |ﬁu:|dress |5&cret | |"
i ppp login hotspot dhcp 192168.25100 =

Figure 35. View setting Radius

On the General tab in the server radius menu fill in Address: Linux Server IP Ubuntu as well as
on Secret: testing123 (secret at the time of radius configuration on the server ubuntu)

Addre==: (192168 .25 100 Femows

R adus Serwer <1392
General | Status | O |
— Service : | Comcel |

PEP login

hotspotk [ waireless | el |
dhcp | Dol |
Call=d ID: | | - [ commer: |
Ly omain: I I - | Copye |
I |
I |

Secrek: I Fes=t Status

Sthentication Fork: I 1512

Acocounting Fork: I 12132

T inn=oak: ISDD I m=

[ Sccounting B aclkup

Fe=alm: I I —~

Sro. Address: | 0.0.0.0 | -

enabled
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Figure 36. View setting Radius

4) DALORADIUS CONFIGURATION
Daloradius is one of the RADIUS server management application, using daloradius admin can
perform user, group, profile, accounting and biling management. Daloradius uses the
interface web and accessed by the browser on the client side.
In this study, the authors utilize daloradius database, Import tables for daloradius on database

server radius.

# mysql -u root -p radius <mysql-daloradius.sgl>
Then makes viewing web interface version of the author's own, do not use the web interface
daloradius. In order for the web interface daloradius can be run then do the configurations

like below:
Add script:

DocumentRoot /var/www/
<Directory /var /www />
Options Indexes FollowSymLinks MultiViews

AllowQOverride None
Require all granted
</Directory>

GNU nano 2.5.3

File: rsetcrapacheZ-sites—availables000-default.conf

VirtualHost =:80>

#

#
#
#
#
#
#
#

The ServerName directive sets the request scheme, hostname and port that
the server uses to identify itself. This is used when creating
redirection URLs. In the context of wvirtuwal hosts, the ServerName
specifies what hostname must appear in the reguest's Host: header to
match this virtuwal host. For the default virtual host (this file) this
value is not decisive as it is used as a last resort host regardless.
However, you must set it for any further virtual host explicitly.

ServerName wwu.example.com

Serverfdmin webmaster®@localhost
DocumentRoot ~var- uww/

<Directory ~var-wuwu>

Options Indexes FollowSymLinks MultiViews
AllowlOverride All
Require all granted

<Directory>

Figure 37. 000-default.conf file configuration

The <Directory / path / to / directory> and </ Directory > tags define the access permissions,
directive - directives and options to apply to a directory.
By default, the root directory ( /) is restricted access by apache (for security ) by only using
Directive Opftions and AllowOverride. For root directory directive option only features
FollowSymLinks and DirectiveAllowOverride directive in set None.
Followed by adding again to apache2.conf file

Add script:

<Directory /var/www>
Options Indexes FollowSymlLinks

AllowOverride None

Require all granted

</Directory>

GHU wano Z2.5.3

File: retcrapacheZ-apache2.conf

Options FollowSynmLinks
fillowOverride Mone
Require all denied

sDirectory>

Directory ~usr-share>
AllowOverride Nome
Require all granted

sDirectory>

<Directory ~/var uww.>
Options Indexes FollowSymLinks
AllowOverride Nome
Require all granted
</Directory>

t<Directory ~ssru/>
Options Indexes FollowSymLinks
fAllowOverride Mone

Require all granted

< Directory>

Modif ied
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Figure 38. Configuring file apache2.conf
After that set the permissions of www folder, with command chmod 775 www. Need fo know
chmod 755 only owner can read, write and execute it and the group and its other can only
read and execute but have no right to write.

Contfinued by configuring the file web interface daloradius use bitvise application for a
remotfe. In the fill port Host: 192.168.25.100, port: 22, the fill username: linuxarif and the
password: password its contents. If successful ma ka new window will appear FTP. Go to file
/var /www /daloradius and doit uploaded web. Please configuration file htaccess.

B jos.tlp - linuxarif@192,168.25.100:22 - Bitvise SFTP -0 x|

Window Local Remote Upload queue  Download queue  Log

")Browse Upload queue EI Download queue -/ Log

Local files Fier Remote files Fiker:

5 Iﬂ .;,\ |3 C\Documents and Setingshokps = [ - 0 5 Iﬂ .;,\ A/ daloradius - [ -
Hame | Size| Tupe I Date b | Hame = I Sizel Type | Date |
5 daloradivs 0 File Folder 10430/2| | 25) application 409 File Folder 1214
fPSFTP.Ink B52  Shartout 10430/2| | ) assets 4095 File Folder 1219
@PuTTY.Ink £52  Shortcut 1043072 4096 FileFolder 1219
Shultcut to sublimetest Ink 1,084 Shartout 1043142 213 HTACCESS.. 1219
59 winba k. 523 Shortcut 1043072 9805 PHF File i

Figure 39. Bitvise SFTP Application

Add on second line:
RewriteBase /daloradius /

7] C:\Documents and Settings' okpc'Local Settings Temp\BvySshSftp\Bv005130\Bv00S|

Fle Edit Selection Find Yiew Tools Project Preferences Help
htaccess

RewriteEngine on
ewgrice = aloradius/
'* {index\ .php| imag
{REQUEST FILENAHNE}
RewriteCond %{REQUEST FILENANE} !'-d
RewriteRule *(.*)§ ./index.php/§1 [L]

Figure 40. Configure htaccess on the web

Open and edit the database connection file in the file:
/var/www/daloradius/application/config/database.php and then configure the database
as below:

] c-uDocunmentes and SettingsLokpoch local Settings" Temp Bws
Fil= Edikt

Seleckion Firmnd i Tools Proj=ck Preferences Help
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Figure 41. Profile Configuration Database Connection
The last step is to show script on the file error_reporting (0);
/var/www/daloradius/application/config/config.php

GNU nano 2.5.3

File: rvar-wuwuw-daloradius-application-conf ig-conf ig.php

<Tphp
error_reporting(0):

ef ined (' BASEPATH' ) OR exit('Mo direct script access allowed’):

Figure 42. Configuration file config.php on web files
The function of error reporting (0) is a way of controlling if an error occurs.

3. TESTING

The protocol setting ( IP Address ) is performed on the client . DHCP client requests the server
to provide ip, before the client get a dynamic IP, the client prior to requesting a specific
server on the network, and the server checks against a client requesting an IP dynamic, if
appropriate and allowed the new server sends to the client IP.

Computer network users at the Faculty of Computer SCIENCE UM Metro in the settings
automatically with the hope of gaining Automatic IP of the server Mikrotik .

nternet Protocol {TCP/IP)} Properkties ?l Xl
General I Alternate Configuration I

r'ou can get [P zettings assigned automatically if your network. supports
thiz capability. Othernwize, you need to ask your network adminiztrator For
the appropriate |F settings.

= Ohbtain an P address automatically
—i " g the following |IP address:
IE address:; I

Subret mask: I

Default gateway: I

% DObtain DMNS server address automatically
—1t Use the following DMS server addresses:

Freferred DS senser: I

Alternate DHS servern: I

Advanced... I
Ok I Cancel I

Figure 43. Setting IP Address Client Automatically

After waiting a few moments then such a client computer asked to login hotspot. Can be
seen in address hotspot address is 192.168.70.1/login

Tools  Help

I+

< 192.168.70.1/l0ain

lona

UISCS | 26



Figure 44. Hotspoft login view By PC Client
Fill in the user and password that has been created in the previous radius configuration that is
username (lona), password (lona) then click login. If the test is successful it will show Welcome
Lona and logout button appears.

Be [@ Vew Hjty fomals JeE e
filleoth Bt » b +

€ diin

Figure 45. Client computer successfully login hotspot

From the picture above can be seen user network Faculty of Computer UM Metro got IP
Address automatically, that is got IP Address : 192.168.70.99.
Continue by testing the ping to the central gateway IP with the command ping 192.168.70.1.

cv Command Prompt

\Documents and Settings“okpcrping 192 _168_.25.1608
Pinging 192_.168_25_188 with 32 bytez of data:
Reply from 192.168.25.188: bhytes=32 time=1ms TIL=63

.25 _188: hut 2 time=1m=z TTL=63
R .25.188: bhytes=32 time=1ims TTL=63
Reply from 192 _168_25_1088: bhytes=32 time=1ms TTL=63

statistics for 192_168_25_.184:
s: Sent = 4, Received = 4. Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:
MHinimum = ims, Maximum = ims, Average = 1ins

Documents and Settings“wokpc>

Figure 46. The ping command to the ubuntu linux server IP from the client computer

The picture above shows the test results of connections that are connected or successful.
Also need to do the test connection to IP Ubuntu Linux Server Address with the command #
ping 192.168.25.100.

It can also be proved by the existence of a client that is connected to the server network
internet Center. To see it open mikrotik via winbox, then on the menu select Hotspot menu
and go to the Hosts tab.

User Profiles | Active Hosts ‘IF‘Binu:Iings Service Portz Walled Garden | W allec

Biki

| MAC Address £ |.~'-‘-.|:I|:Iress ToAddress Server
AH  @08.00:27F9B212 192.168.70.99 132.168.70.99 hotzpat]
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Figure 47. User Hotspot that Active look on Mikrotik router
If you want to monitor or see the connected client failed or successful it can through the
Mikrotik log. By default RouterOS Mikrotik will record all activities and processes that occur in
the router and keep records (Log) on the RAM. List of records (Log) can be seen in the
menu/log. Logs that are in this menu / log will be lost once we restart the router because the
log is only stored on RAM. In network troubleshooting will be more effective by previously
analyzing the logs of the Router to find out what processes have occurred. So it will be easier
in mapping the problem and determine the solution. Too much information we get if we just
look at the menu / log , so it may be difficult for analysis. For that we can make the topic of
what will be recorded and will be stored or displayed where the log.

Log

Dec/A19/2017 22:29:48
Dec/19/2017 Z2:30:44
Dec/19/2017 22:30:44
Dec/19/2017 22:30:59
Dec/19/2017 22:31:06
Dec/19/2017 22:31:06
Dec/A19/2017 22:32:13
Dec/19/2017 Z2:32:13
Dec/A19/2017 22:32:13
Dec/19/2017 23:12:04
Dec/19/2017 23:12:04
Dec/19/2017 23:12:04
Dec/A19/2017 23:12:10
Dec/13/2017 231211
Dec/19/2017 23:16:00
Dec/19/2017 23:16:00
Dec/19/2017 23:16:00
Dec/19/2017 23:16:00
Dec/A19/2017 231616
Dec/19/2017 2Z316:24
Dec/A19/2017 23:19:44
Dec/19/2017 2320017
Dec/A19/2017 23:22:18
Dec/19/2017 23:24:40
Dec/19/2017 23:24:40
Dec/19/2017 23:37:.24

systern info account
hotspot info debug
hotspot account in.
hotspot info debug
hotspot info debug

hotspot account in...

systern info account
spstem info account
swstern info account
spstem info account
swstern info account
spstem info account
swstern info account
spstem info account
systern info

spstem info

systern info

spstem info

systern info

spstem info

swstern info account
spstem info account
hotspot info debug
hotspot info debug
hotspot account in.
swpstem info account

User admin logaed in wis local
1(192.168.70.93): twing to log in by hitpchap
1[192.168.70.99): logged in
1(192.168.70.99): logged out: user request
1[192.168.70.99]: trping to log in by http-chap
1(192.168.70.99): logged in

user admin logged out via winbox

user admin logged out via local

user admin logaed out via local

user admin logged in via winbox

user admin logaed in vis local

user admin logged in via local

user admin logaed out via local

user admin logged out via local

device changed by admin

nat rule added by admin

hotspot server profile hspraf2 added by admin
hotspot server hotspot] changed by admin
hotspot server profile hsprof2 remaorved bw admin
hotspot server hotspot] changed by admin
user admin logged out via winbox

user admin logged in via winbox
1[192.168.70.99]: logged out: user request
lona (192,162, 70.99): tving o log in by hitp-chap
lona [192.168.70.99): loaged in

user admin logged in via local

In addition this study will also

ADMINISTRASI USER HOTSPOT

Figure 48. Mikrotik log display

test web daloaradius which functioned as a hofspot user
management more dynamic. Here is the daloradius display that has been prepared by the
author. The database sfill uses the default from daloradius but for the web designed by the
author using pure php which essentially includes entering data and displaying user data.
After login there facility Add User, or User Leverage and Edit-delete User,

Tambah User ||Search

Login sistem No| Nama Mahasiswa | Program Studi | Username |  Password Aksi
| Usemame | AqsBinLona  1-TSipi lona lona Edt| Delete
i— “ ) [CaoNugioho  [51-TMesin master | master]23 Edit Delete
3 loitidt [Slfomatka | af | afidgwr | Fit Delee

Figure 49. Administration User Hotspot

Figure 50. User Management App View Hoftspot

Click Add User it will appear a new user registration form hotspot.

TambDDah Alauan

Usermane

Jsermanme

Passwword

P assword

Program Studi

Simpan

MNama Mahasiswa

rMarma Mahasisws

Program Studi

Clear
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Figure 51. Add Account View in User Management App Hotspot
3.0 CONCLUSION
3.1. Conclusion

Based on the discussion, it can be concluded things as follows:

1) From the research resulted in a design and implementation of Radius Server on the
internet server network of Faculty of Computer Science (FIKOM) Muhammadiyah University
of Metro.

2) Authentication system and user Mikrotik roufer user hotspot management can  be
proven done using PC  RADIUS server by utiliziing PHP programas tools to
process management of the data used user for the authentfication process on the
service hotspot, where the data is stored in the MySQL database on the RADIUS server.

3) From the results tested on user-based radius hotspot server authentication system that is
tested on FIKOM UM METRO can surf successfully and results from an interview with
technicians FIKOM Network As user internet proves interaction very quickly.

3.2. Suggestion
Suggestions that can be submitted for the development of this network, among others:

1) Require the opfimization of resources on the network connection system to be well
maintained.

2) The need for designing a more complex network topology that uses multiple routers, so
that the efficiency level of user hotspot management process using external RADIUS can
be seen.

3) The number of hofspot users used inside authentication testing preferably plus for system
performance really look.
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