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study on the access control system based on fingerprint
and facial recognition, we made biometric recognition
systems based on fingerprints and facial recognition that
interacts with an embedded system under Arduino to give
us the possibility to assemble the performances of
programming and elecfronics, more precisely, we
programmed electronic systems for the automatic
opening of doors without the action of a human being. In
a sample of one hundred individuals composed of 40
females and 60 males, 75 of whom were enrolled and 25
of whom were not, our two singles modal access control
systems each obtained the following results: 70 true
positives, 5 false negatives, 8 false positives and 17 frue
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1.0. INTRODUCTION

Single-mode biometric systems suffer from several problems that make them unsuitable for
current biometric applications that require high levels of reliability and security [11]. These
problems include the use of a single biometric frait that is prone to noise, poor capture, lack of
biometric points, and deterioration in the quality of biometric input [12].
1.1. Problematics

In a practical biometric system that uses biometrics for personal recognition, a number of
other issues need to be considered:
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e Performance: the accuracy and speed of recognition achievable in terms of the
resources required, as well as the operational and environmental factors that affect
accuracy and speed [9];

o Acceptability: the degree to which people are wiling to accept the use of a particular
form of biometric identification in everyday life;

e Bypass: the ease with which the system can be fooled using fraudulent methods.

Each of these aftributes has its own characteristics compatible with the requirements of
different security systems. A single modal biometric system uses a type of component based
on a solitary methodology, such as fingerprints, iris, face, efc. [10].

A practical biomeftric system should have specified levels of accuracy, speed and
recognition resources: be safe for all users, be accepted by the target population and be
robust enough to withstand various fraudulent methods and system attacks [1]. The success of
a biometric system depends on how the relevant information is captured, the learning strategy
used and the extent to which it is resistant to variation in the data captured [8].

1.2. Hypothesis

The infroduction of multimodal biometrics proves to be a solution to these problems as
multimodal systems allow forimproved recognition performance by combining several sources
of information [8]. However, in this work, we will study the decisions made on two singles modall
biometric systems based on facial recognition and fingerprints for access conftrol.

With this in mind, we will carry out this study on two access control systems based on
decisions obtained from facial recognition and decisions obtained from fingerprints, while using
an embedded system under Arduino that will give us the possibility to assemble the
performance of programming and electronics, more precisely, we will program electronic
systems for the automatic opening of doors without the action of a human being [4].

1.3. Purpose and motivation of the work
Our work consists of studying the decisions made in automatic access control systems

based on single-mode biometric recognition, which exploit fingerprints and facial recognition.
Our approach will achieve the following objectives:

e Design an embedded system using Arduino for automatic door opening;

e Designing biometric systems based on fingerprints and facial recognition for access

control.
e Evaluate the performance of these systems using confusion matrices.

1.4. Interest of the subject

The interest of such an approach is to provide a valuable help to the scientific community
by providing a reliable analysis for automatic access control and biometric pattern recognition
[13].

2.0. METHOD AND DISCUSSION
2.1. Implementation of A Biometric Access Control System Based on Fingerprints

In this section, we will realize an access control system based on fingerprints, we will use an
embedded system under Arduino which will give us the possibility to assemble the
performances of programming and electronics, more precisely, we will program electronic
systems for the automatic opening of doors without the action of a human being [1-2].

A. Hardware architecture of fingerprints recognition system

The hardware architecture of the project is as follows:

e Personal Digital, a fingerprint reader, communicating via the USB port;

e A computer, containing a biometric application in C# that allows instructions to be
given fo the Arduino board via the serial port and a database replicated in three
different instances that represent our three sites.

¢ The Arduino board, which is programmed to analyze and produce electrical signals,
in order to perform automatic door opening and closing tasks (access control).

¢ TOWER PROTM Micro Servo 9g SG90, a stepper motor that will allow us to make the
opening and closing movements of the doors.
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Figure 1. The project's hardware architecture

B. Result of fingerprints recognition
Here is the representation of some graphical interfaces of our application:
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Figure 2. The enrolment windows
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Figure 3. The verification window with a valid fingerprint

C. System performance of fingerprints recognition

This work item evaluates the performance of our fingerprint-based recognition system for
automatic access confrol. On a sample of 100 individuals composed of 40 women and 60
men, of which 75 were registered and 25 non-registered, our access control system obtained
the following results: 73 frue positives, 2 false negatives, 4 false positives and 21 frue negatives,
which constitute our confusion matrix.

Table 1 Confusion matrix of fingerprints recognition system

True Positive False Negative True Negative False Positive Sum

Women 29 1 9 1 40
Men 44 1 12 3 60
Sum 73 2 21 4 100

Based on this result, which allowed us to evaluate the performance of our system, we
can graphically represent it with the help of a bar chart as follows:
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Figure 4. Verification performance with fingerprints

2.2. Implementation Of A Biometric Access Control System Using Facial Recognition

In this part of our work, we will realize an access control system based on the facial
recognition system, we will use an embedded system under Arduino which will give us the
possibility fo assemble the performances of programming and electronics, more precisely, we

will program electronic systems for the automatic opening of doors without the action of a
human being [14].

A. Hardware architecture of facial recognition system
The hardware architecture of the project is as follows [3-4]:

A camera/webcam, communicating with a computer;

A computer, containing a biometric application in #C that allows instructions to be
given to the Arduino board via the serial port.

The Arduino board, which is programmed to analyze and produce electrical signals, in
order to perform automatic door opening and closing tasks (access control).

TOWER PROTM Micro Servo 9g SG90, a stepper motor that will allow us to make the
opening and closing movements of the doors.

Port USH' o
avec
application

Cameéra

Port USB

Carte Arduino

Figure 5. The project's hardware architecture

B. Result of facial recognition
Here is the representation of some graphical interfaces of our application:
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Figure 6. The enroliment windows
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C. System performance of facial recognition
This work item evaluates the performance of our facial recognition-based access control
system for securing premises. On a sample of 100 individuals composed of 40 women and 60
men, of which 75 were registered and 25 non-registered, our access control system obtained
the following results: 70 true positives, 5 false negatives, 8 false positives and 17 frue negatives,
which constitute our confusion matrix [5].
Table 2 Confusion matrix of facial recognition system

True Positive False Negative True Negative False Positive Sum

Women 28 2 7 3 40
Men 42 3 10 5 60
Sum 70 5 17 8 100

Based on this result, which allowed us to evaluate the performance of our system, we can
graphically represent it with the help of a bar chart as follows:
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Figure 8. Verification performance with face recognition

2.3. Discussion on Fingerprint-Based Access Control Systems and Facial Recognition
In this section, we will perform analyses on two access control systems based on facial
recognition and fingerprints.

o System performance of fingerprints and facial recognition

In this section, we investigate the decisions made by our two access control systems based
on facial recognition and fingerprints and evaluate the performance of our two access conftrol
systems. In a sample of one hundred individuals composed of 40 women and 60 men, 75 of
whom were enrolled and 25 of whom were noft, our two single modal access control systems
each obtained the results of 70 true positives, 5 false negatives, 8 false positives and 17 true
negatives for the facial recognition system, compared to 73 true positives, 2 false negatives, 4
false positives and 21 frue negatives for the fingerprint recognition system, which constitute our
confusion matrix hereafter [7]:

1JISCS | 73



Table 3 Confusion matrix of facial recognition and fingerprint recognition
(FR: facial recognition and FigP: Fingerprint)

True Positive False Negative True Negative False Positive
FR FigP FR FigP FR FigP FR FigP
Women 28 29 2 1 7 9 3 1
Men 42 44 3 1 10 12 5 3
Sum 70 73 5 2 17 21 8 4

Based on these results, which allowed us to evaluate the performance of our two
systems, we can graphically represent them with the help of a bar chart as follows:
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Figure 9. Comparative study of the performance of our two systems
From all the tests carried out, we can say that the decisions made by the fingerprint
recognition system are better than the decisions made by the facial recognition system.

3.0. CONCLUSION

Our work consists of studying the decisions made on two singles modal access control
systems based on facial recognition and fingerprints. To realize this access control system based
on fingerprint and facial recognition, we have realized biometric recognition systems based on
fingerprints and facial recognition that interacts with an embedded system under Arduino to
give us the possibility to assemble the performances of programming and electronics, more
precisely, we have programmed elecfronic systems for the automatic opening of doors without
the action of a human being. In a sample of one hundred individuals composed of 40 females
and 60 males, 75 of whom were enrolled and 25 of whom were not, our two singles modal
access control systems each obtained the following resulis: 70 frue positives, 5 false negatives,
8 false positives and 17 true negatives for the facial recognition system, compared to 73 frue
positives, 2 false negatives, 4 false positives and 21 frue negatives for the fingerprint recognition
system, which constitute our confusion matrix. From all the tests carried out, we can say that
the decisions made by the fingerprint recognition system are better than the decisions made
by the facial recognition system.
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